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IT Security KnowledgeCenter”

Your IT work force is your single biggest investment. In today’s fast paced cor-
porate environment, it is not enough to provide a breadth of learning resources
and have employees use them as they can. Time is too valuable and resources are
stretched too thin. It is imperative that your team gets the information it requires
in a way that matches the urgency of the need.

At the same time, your I'T workers sit in varying places on the IT security learning
curve. Meeting the needs of your entire team is therefore complex. SkillSofts IT
Security KnowledgeCenter introduces an array of resources designed and chosen
to challenge and motivate every learner on your team.

This one stop portal allows learners to gain knowledge through articles, courses
and online books, but more than that, the KnowledgeCenter includes hands-on
Practice Labs allowing your IT professionals to learn and use IT security skills in a
real-time environment. The IT Security KnowledgeCenter provides resources for:

« General IT Security « IT Security Certification

« Specific Security Technologies




A Focus On Performance

Practice Zone

What is a KnowledgeCenter?

Reference Area
The Reference Area of the IT Security KnowledgeCenter includes:

course containing simulations.
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Check Point NGX VPN-1/Firewall-1 Administration

coursevork vith targsted reading or complats the courses and refer to the reading list sftarvards.

Complete each course in the racommendad order to create a comprehensive learning experience. Alternatively, you can intersperse

learner instant access to trusted content.

A SkillSoft KnowledgeCenter is a single, focused interface where your IT security
professionals can receive instant and ongoing skill development and performance
support. The KnowledgeCenter offers a breadth of targeted learning resources
including formal learning paths; informal, on-the-job learning; and a range of
other resources. These tools and resources are carefully selected by SkillSoft subject
matter experts and presented in a user-friendly environment that allows the

« View selected or all Books24x7° titles that pertain to I'T security

« Search access to other relevant titles within the Books24x7 library

The Practice Area of the IT Security KnowledgeCenter has Practice Labs,
providing an opportunity to test IT security skills. Each lab is delivered as a

Whether you are new to IT security or well on your way to
certification, there is a structured learning roadmap for you.

©
Chack Point NGX: Architacture, Operation, and Installation
Check Point NGX: Security Polidies
Chack Point NGX: Network Address Translation and Traffic Monitoring
Chack Point NGX: SmartDefense and Content Security
Check Point NGX: Authentication and LDAP User Management

Chacle Point NGX: WPN Configuration and Disaster Recovary

skillsht

Welcome Oct 3 2008, Logged In: 9:07 arm|

Home | Practice Labs | Roadmaps | Support | About | Log Out

Whether you are newto IT security, want to enhance your current skills, or plan to get certified, there's = structured learming
roadmap to meet your needs. To access a roadmap and get straight to your training program, select = link in one of the three

collections balow.

Related Material

Configuring Chack Point NGX VPN-1/FireWall-1
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To learn about general IT security
inci art here

Understand the role end users play in
maintaining IT security.

Information Security Best Practice for
Business Users

Learn the basic concepts and practices
that underpin system security today.

Introduction to Information System
Security

Make better managerial decisions by
familiarizing yourself vith IT security best
practice methodalagies.

Information System Security for Security
Managers

Learn about standards and regulations,
certification and accreditation, infermation
assurance, =nd technical management.

Information Systems Security Engineering

Find out about the methods and
standards needed to secure wireless

technologies teday and in the future.

To learn to use specific security
technologies, start here

Check Point
Learn about security administration in
Check Point.

Chack Point NG VPN-1/Firevall-1
Administration

Check Point NGX WPN-1/Firevall-1
Administration

Cisco
Learn how to keep your network securs
using Cisco technoloay.

Sacuring Hetworks with Cisca Routars and
Switches

Implementing Cisco VPNs

Designing Cisco Network Security

Securing Cisco 1P Telephony

Microsoft

Use these roadmaps to learn risk analysis

skills and to implement secure solutions
in Windows networking environments.

To prepare for [T security certifications,
start here

15¢(2)

Use the roadmaps below to prepare for
Common Bedy of Knoviedge (CEK)
certifications as recommended by (I5C)2.

Systems Security Certified Practitioner
(sscP)

Certified Information System Security
Professional (CISSP)

Information Systems Security Engineering
Professional (ISSER)

Microsoft Certifications

Implementing Micrasoft Internet Security
and Acceleration (ISA) Server 2004
Exam 70-350

Designing Security for a Microsoft Windows
Server 2003 Network

Exam 70-298
Implementing and Administering Security

in a Microsoft Windovs Server 200
Hetvork




A sample KnowledgeCenter for IT Security professionals.
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T SSCP Study Guide
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Tha Disaster
Racovary Handbook:
A Stap-by-Steap Plan
ko Ensure Buginess
Cantinwity snd
Protect Vital
Sperations, Facilities
and AREeCE

AMACDM

Cigee Security Bible
Jehn Wilsy & Fons

Intarnak Security: A
Jumpatart for
Syatems
Adminigtrators and [T
Managers

Crigital Press

Mimw Al Selected Books

Guidelines on Cell Phane and
PO& Security

Tachnical Guide bo [Information
Sagurity Testing and
AEEEEEMEnt

Underlying Technical Modals for
Information Techrnology Seourity
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KnowledgeCenter

Featured Topic
VFH Technologies
Industry Articles and Links
Haw S5L VPNE Wark

VBN Tutorial = &n Introduction bo ViEH
Hardware and Technology

v ] The& CTOP Virtual Private Nebrorking
Referance Version 0.1.0 January 1, 2001

Coursa Spotlight

Usa SkillSoft training to lear about using VN technologies to
sacuraly access business resources through the Internaet.

Infermation Security and the [atemat

Monthly Challenge

You're considering implementing a VPN to kesp your company’s
data communications secure. Seae If you can answer Somea
ganaral guastions about implarmanting VEN selutions.

Take the challenge » »

Featured Topic Archive

Lasking far § recent Febiunced Tepie? Yau chn Besas the laat
thras in the Feabtured Togic Archive.

Sccess the archive » »

Challenge Series

Challenge Serier produdis are cdegigned to
&nhance your geluticn-analygie and decizion-
miaking skills. Use these madia-rich,
interactive case studies to practice solving
critical problams while balancing multiple
eptigny and selutions.

@

How can you Keep your organization secure?
Engeging. puzzling. and fun. Laarning Sparks
Bré rich interectivities that axplore the

S

Learning Sparks
\

byl

Nesd sxpart sdvice or &xBm
tipg? Exmail or chat directly toa
the professionals in our expgert
canter

']
{ O
Use targeted skills-improvement

and cartification roadmaps to
achiave your training goals

Relatrd Resour

NIST Compubsr Sacurity
Resource Canter

[IEC)2

campTIA

SANS [nEtivute

Cisco: Secwriby and VPH
Micrasaft Security

Check Paint Software
Technologies

Cracle Labal Security




Featured Topic

« Suggested Reading—Recommended reading on IT security

« Course Spotlight—Spotlight on a specific instructional topic within IT security

within a SkillSoft course

« Challenge—Access to exercises and expert feedback on the solution

Learning Roadmaps

Learning maps based on user’s proficiency within IT, targeting those needing intro-
duction through those seeking IT security certifications. Maps include courses,

exercises, books, etc.

Connect with Experts

Access to experts on IT via chat or e-mail.

External Links

Links to certification Web sites including Cisco and Microsoft as well as other relevant

resources such as The NIST Computer Security Resource Center and The SANS

Institute.

Learning Sparks

Learning Sparks are innovative, instructional products that engage learners in dy-

namic, highly interactive scenarios. Utilizing learning techniques such as first-person

video narration, drag-and-drop network simulations, and multiple choice questions

with feedback, Sparks are a concise new learning mode that provide opportunities to

practice and reinforce key targeted IT skills.

A solution for everyone

An inherent challenge of training your work force is the need to train people of many

skill levels and varied levels of proficiency. SkillSoft’s IT Security KnowledgeCenter

was created to address the various needs of your entire I'T work force, from the

novice through to the advanced IT professional. Your learners can enter the

KnowledgeCenter looking for general IT security principles or intermediate informa-

tion on specific security technologies or to prepare for a wide range of certifications.

www.skillsoft.com
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